Wnited States Senate

WASHINGTON, DC 20510

August 14, 2018

Mr. Satya Nadella

Chief Executive Officer
Microsoft, Inc.

1 Microsoft Way

Redmond, Washington 98052

Dear Mr. Nadella:

We are writing to urge Microsoft and other prominent Internet search and social
media companies to take immediate steps to block or limit access to 3-D gun printing
materials available online.

Recently, a company called Defense Distributed announced that it would publish
over the internet the blueprints for 3-D printable firearms, in the form of Computer
Aided Design (CAD) files. The CAD files would allow users from all over the world to
automate production of a gun using a 3-D printer. The publication of these CAD files
would therefore make available to any person deadly weapons that are untraceable and
undetectable, thereby undermining firearms laws and posing a serious risk to the safety
of our communities.

While a district court recently issued a temporary restraining order to prevent the
online publication of these CAD files, the order was just temporary. Moreover, there are
already reports that thousands of such CAD files have already been downloaded by
individuals, who can now disseminate the files privately or publicly on a variety of
forums.

That is deeply troubling.

We appreciate that your company, like other social media companies, has terms of
service that allow Microsoft to remove content like 3-D gun designs from its platforms:

"By agreeing to these Terms, you're agreeing that, when using the Services, you will
follow these rules:

e Don'’t publicly display or use the Services to share inappropriate content or
material (involving, for example, nudity, bestiality, pornography, offensive
language, graphic violence, or criminal activity).



* Don't engage in activity that is harmful to you, the Services, or others (e. 2,
transmitting viruses, stalking, posting terrorist content, communicating hate
speech, or advocating violence against others).

* Don't engage in any activity that exploits, harms, or threatens to harm children,

If you violate these Terms, we may stop providing Services to you or we may close
your Microsoft account. We may also block delivery of a communication (like email,
Jile sharing or instant message) to or from the Services in an effort to enforce these
Terms or we may remove or refuse to publish Your Content for any reason. When
investigating alleged violations of these Terms, Microsoft reserves the right to review
Your Content in order to resolve the issue. However, we cannot monitor the entire

Services and make no attempt to do so.”

Based on your own terms of service, we urge you to proactively prevent the online
dissemination of these dangerous 3-D designs across all of your platforms. Doing so will
make all of our communities safer.

Please also let us know if there are ways that we might be able to assist in this
endeavor.
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